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[bookmark: _Toc98508889][bookmark: _Toc149050790]PURPOSE
[bookmark: _Toc4163057]In recognition of the growing everyday threat of a cyber security incident, this Cyber Incident Annex to the Your County Emergency Management Comprehensive Emergency Management Plan (CEMP) was developed to provide the foundational guidance for the planning, preparing, responding, and recovery actions. 

Utilizing FEMA’s Threat and Hazard Identification and Risk Assessment (THIRA) approach, Your County stakeholders reviewed core capabilities across mission areas, then selected capability targets for the County. These capability targets provide the guidance for each action outlined in this annex.

The annex is organized by first providing an overview of the annex’s administrative elements, followed by actions to aid in the prevention, protection, and mitigation of an incident, and then the response and recovery actions from the viewpoint of the County’s stakeholders.
The annex is not intended to provide a technical guide on resolving an incident but instead to define a cyber program for the County that addresses all five mission areas.
[bookmark: _Toc98508890][bookmark: _Toc149050791]SCOPE
With Emergency Management as the lead coordinating agency for the County’s cybersecurity efforts, this annex was developed to provide guidance for the cyber incident program. The annex provides direction on the program efforts and those accountable for completing them to prevent, protect, and mitigate a cybersecurity incident and its effects. The annex also provides a playbook on the incident management aspects of responding to and recovering from an incident, including the parties responsible, accountable, consulted, and informed over the course of the response.

While Emergency Management is tasked with the program oversight, several groups and individuals play vital roles in the program’s execution, as outlined in this annex. These include:
· Elected Officials – responsible for controlling, maintaining, and supervising County property, determining appointees to the Information Technology Board, auditing and authorizing claims, receiving bids, and assigning contracts, budgets, and oversight of grants.
· Information Technology Board – oversight of the IT infrastructure for the County and the staffing of the response and recovery team during a cybersecurity incident.
· Emergency Management – oversight of the cybersecurity program, grants for the program, and management of the Emergency Coordination Center during an incident.
· County Cyber Incident Response Team – the collective group of selected individuals from the Elected Officials, Information Technology Board, Emergency Management, County Information Technology provider, and the County Public Information Officer/Joint Information System to execute this plan.
· County Emergency Operations Center (EOC) – point of contact for efforts during a cyber incident staff by members of the Information Technology Board.
· County Information Technology Provider – County agency or subcontracted private sector partner accountable for daily operations and preventative cybersecurity efforts and controls.
· Cybersecurity Services Provider – subcontracted private sector partner accountable for training and response efforts.
· County Public Information Officer/Joint Information System – single point of contact for all information management for a cyber incident.
[bookmark: _Toc98508891][bookmark: _Toc149050792]SITUATION OVERVIEW

According to the National Associate of State Chief Information Officers, representing the Chief Information Officers of the States, the top enterprise risk for 2022 is cybersecurity, ahead of technology, operational, and external risks. The risks to data theft, insider threats, where users unknowingly open a vulnerability, dependencies on third-party practices as outsourcing increases, determining what constitutes “due care” or “reasonable” cyber programs and policies, and then addressing ransomware and identify theft have created focused cyber teams.

Cybersecurity is a critical leadership issue. New regulations and reporting requirements make cybersecurity risk oversight a challenge. Leadership will continue to seek assurances from their information technology and cybersecurity teams that their cyber risk strategies will reduce the risk of attacks and limit financial and operational impacts.

Cybercrime is a costly business at an estimated $6 trillion annually, which would qualify it as the world’s third-largest economy after the U.S. and China. Attackers can also be driven by political, ethical, or social incentives. Emerging privacy laws can mean significant fines for organizations. There are also non-financial costs to be considered, like reputational damage.
And cybercriminals don’t have to steal data to make money – they can just stop you from using it. Ransomware is the most prevalent variety of malware. It’s easy to deploy and can be very effective – off-the-shelf toolkits allow any amateur to create and deploy ransomware in a matter of minutes.

The time it takes cybercriminals to compromise a system is often just a matter of minutes – or even seconds. They don’t need much time to extract valuable data - they usually have much more than they need as it typically takes organizations weeks or months to discover a breach.
Once impacted, such as with a ransomware attack, the average interruption time - which is defined as not at 100% capacity - as of the third quarter of 2021 was 22 days, according to statista.com. The costs associated with downtime, people hours, device costs, network costs, ransom paid, etc., was $1.85 million per organization in 2021, according to Sophos, a leading provider of cyber prevention software.

What are the major types of cyber-attacks? The following is a breakdown of the most common ones:

· Ransomware – one of the fastest-growing forms of cyber-attack and has been behind a number of high-profile breaches. It is a type of malware (malicious software) that encrypts a victim’s files and demands a payment to release them. However, paying the ransom does not guarantee the recovery of all encrypted data.
· Phishing – is an attempt to access sensitive information such as passwords and bank information by posing as a trusted individual. Phishing is done via electronic communication, most commonly by email, and can inflict enormous damage on organizations.
· DDoS Attack – a distributed denial-of-service attack is a malicious attempt to disrupt normal web traffic and take a site offline. This type of attack is done by flooding a system, server, or network with more access requests than it can handle.
· Viruses – are a malicious code loaded onto a computer without the user’s knowledge. It can replicate itself and spread to other computers by attaching itself to another computer file.
· Trojans – are a type of malware that disguises itself as legitimate software, such as virus removal programs, but performs malicious activity when executed.
· Zero-day Attack – takes advantage of outdated (unpatched) software and the opportunities for criminal hackers to exploit vulnerabilities to bring entire systems down. A zero-day exploit can occur when a vulnerability is made public before the developer has rolled out a patch or solution.
· Spyware/adware – can be installed on your computer without your knowledge when you open attachments, click malicious links, or download infected software. It then monitors your computer activity and collects personal information.
· Worms – are similar to viruses in that they are self-replicating, but they do not need to attach themselves to a program. They continually look for vulnerabilities and report any weaknesses they find to their creator.



[bookmark: _Toc98508892][bookmark: _Toc149050793]INCIDENT RESPONSE
[bookmark: _Toc98508893][bookmark: _Toc149050794]Team Organization
The concept of operations for a County cyber response includes multiple teams, each with its own set of responsibilities. The following outlines each of the teams and their primary roles and responsibilities.
[bookmark: _Toc98508894][bookmark: _Toc149050795]Cyber Incident Response Team
The County Cyber Incident Response Team forms the ownership of the incident response and provides the management directives on the actions taken by the County. Based on the severity of the incident and the scale of the response, this team includes members from elected officials, Emergency Management Agency, Information Technology Agency, county offices, Risk Management, the County Public Information Officer/Joint Information System, and the County’s legal representatives.

With Emergency Management as the lead coordinating agency for the Cyber Incident Response Team, the team falls under the guidance of the County’s Comprehensive Emergency Management Plan and its provisions and would operate from the County Emergency Operations Center.





The Cyber Incident Response Team is responsible over the lifecycle of a cyber incident to:
· Serve as the primary recipient of the cyber incident status reports, including all incident assessments, communications, forensics, mitigation, eradication, and recovery efforts.
· Determination of the impact of the incident.
· Determination of staffing of active teams for the County.
· Lead and coordinate activities across the active teams.
· Direct operational planning as defined by the County’s EOC battle rhythm and/or ICS operational planning guidance.
· Review and approve internal and external messages.
Cyber Incident Response Team Roles:

1. Policy Group Representative
Provides strategic direction and coordination of the Cyber Incident Response Team. The representative provides the final decision authority during an event.
· Key Activities:
· The final decision on the incident severity level.
· Provide authority to staff the Cyber Incident Response Team from County government members.
· Ability to authorize activities and response actions.
· Review and approve communications releases.
· Act as liaison to elected officials and the Policy Group.
2. EOC Manager
· Key Activities:
· Manage the operations of the EOC.
· Serve as the point of contact for the initial assessment of an event.
· Conduct initial activation and meeting of the Cyber Incident Response Team.
3. Administrative Support
· Key Activities:
· Assist with the activation of the EOC.
· Assist with communications with response team members on activation and status updates.
· Assist with logistical needs for the EOC, such as office supplies, printing, food, and facility needs.
· Assist with information management via collaboration sites, generating and distributing situation reports, and maintaining documentation.
· Provide as-needed assistance to support EOC operations.
4. External Liaison
· Key Activities:
· Provide the point of contact for external parties.
· Coordinate external parties’ information within the Cyber Incident Response Team.
· Provide the assignment of roles if included in the Cyber Incident Response Team.


5. Threat Response
· Information Technology Agency Representative – acts as the lead representative of the Threat Response efforts. Guide the technical impact and how it corresponds with the ability to continue county operations.
· Information Technology partners – technical response efforts.
· Cybersecurity partners – cyber response efforts.
· ESF 13 representatives – leads the law enforcement efforts for the county and is the liaison to external law enforcement agencies.
6. Operational Response
· Key Activities:
· The Emergency Management Agency will provide guidance and input on the continuity of operations efforts and considerations for county agencies.
· County agencies – representatives from impacted county agencies.
7. Legal
· Key Activities:
· decision authority for interpreting legal and regulatory requirements.
8. Public Information
· Key Activities:
· provides strategy and communications efforts for all internal and external messages.
9. Planning and Logistics
· Key Activities:
· Collecting, evaluating, disseminating, and using information about the incident and the status of resources.
· Participate in the operational planning process and meetings.
· Conduct situation updates at meetings and briefings.
· Collect and organize incident files, information, forms, incident action plans, information releases, and reports.
· Identify service and support requirements for planned and expected operations.
· Coordinate and process requests for additional resources.
10. Finance
· Key Activities:
· Monitor and coordinate funding from multiple resources.
· Provide financial and cost analysis information as requested.



Additional teams that operate outside of the Cyber Incident Response Team to support the incident include:
[bookmark: _Toc98508895][bookmark: _Toc149050796]Policy Group
The Policy Group focuses on the overall strategy for the response (beyond the strategy developed by the Cyber Incident Response Team), the overall response priorities, and policy review and decisions. The Cyber Incident Response Team implements decisions made by the Policy Group. They meet to develop emergency policies and then, as required by the disaster situation, discuss the economic, political, legal, and social implications of both the threat and the response to determine the best general approach to the incident. The Policy Group may elect to remain at the Emergency Operations Center (EOC) to observe but may also be available by pager, telephone, or email.
[bookmark: _Toc98508896][bookmark: _Toc149050797]Communications
The Public Information Officer is responsible for communicating information to the public during the incident. Their communication (written or spoken) will be the official and only information provided by the Policy Group. The County’s Comprehensive Emergency Management Plan ESF # 15: External Affairs (Emergency Public Information) ensures that sufficient local assets are deployed to the field during incidents requiring a coordinated local response to provide accurate, coordinated, and timely information to affected audiences, including governments, media, the private sector, and the local populace.
[bookmark: _Toc98508897][bookmark: _Toc149050798]Information Technology and Cyber Response
The threat response is performed by the Information Technology Agency and the internal and external resources that support the County’s infrastructure and cybersecurity efforts. The Information Technology Agency leadership will manage these resources.
[bookmark: _Toc98508898][bookmark: _Toc149050799]Cyber Incident Severity Levels
The classifications below guide the active response teams in evaluating and assessing an event based on the actual or potential impact on the County. This allows for an objective reading of facts and circumstances based on a uniform set of criteria that can be compared against a severity level. The conditions are guidelines for classifying an incident. They are meant to supplement the real-world assessment of the overall cyber threat conditions and the impact on the County and its citizens.
· Local Incident – condition will be contained without significant impact on county operations, no legal or compliance concerns and the County’s Technology Agency can resolve the issue and update the County Cyber Incident Response Team on return to normal operations.
· Minor Incident - condition will be contained with minor impact to county operations (hours up to days), potential legal or compliance concerns, County’s Technology Agency and cybersecurity resources will be actively engaged. This will require the activation of the County Cyber Incident Response Team to provide resources to help support and coordinate the response.
· Major Incident – containment of the condition is uncertain with significant impact on county operations (days to weeks), identified legal or compliance concerns due to loss or damage to information or ability to provide county services, County’s Technology Agency and cybersecurity resources will be actively engaged. This will require the activation of the County Cyber Incident Response Team to oversee the response.
The following evaluation National Institute of Standards and Technology (NIST) guidelines are provided to help quantify the effect of an incident based on situational awareness.
Functional Impact Categories
	Category
	Definition

	None
	No effect to the organization’s ability to provide all services to all users

	Low
	Minimal effect: the organization can still provide all critical services to all users but has lost efficiency

	Medium
	Organization has lost the ability to provide a critical service to a subset of system users

	High
	Organization is no longer able to provide some critical services to any users



Information Impact Categories
	Category
	Definition

	None
	No information was exfiltrated, changed, deleted, or otherwise compromised

	Low
	Sensitive personally identifiable information (PII) of taxpayers, employees, beneficiaries, etc. was accessed or exfiltrated

	Medium
	Unclassified proprietary information, such as protected critical infrastructure information (PCII), was accessed or exfiltrated

	High
	Sensitive or proprietary information was changed or deleted







Recoverability Effort Categories
	Category
	Definition

	Regular
	Time to recovery is predictable with existing resources

	Supplemented
	Time to recovery is predictable with additional resources

	Extended
	Time to recovery is unpredictable; additional resources and outside help are needed

	Not Recoverable
	Recovery from the incident is not possible (e.g., sensitive data exfiltrated and posted publicly); launch an investigation



[bookmark: _Toc4163076][bookmark: _Toc98508899][bookmark: _Toc149050800]Cyber Incident Lifecycle Overview
Taken from the guidance provided by the National Institute of Standards and Technology in its publication “Framework for Improving Critical Infrastructure Cybersecurity”, a summary of the key events during the incident include:
· Detection:
· Detected events are analyzed to understand attack targets and methods.
· The impact of events is determined.
· Incident alert thresholds are established.
· Response:
· Communications:
· Coordination with stakeholders occurs consistent with response plans.
· Analyze: 
· The impact of the incident is understood.
· Forensics are performed.
· Incidents are categorized consistent with response plans.
· Processes are established to receive, analyze, and respond to vulnerabilities.
· Mitigation:
· Incidents are contained.
· Incidents are mitigated.
· Recovery:
· Eradication of the threat is conducted.
· Recovery of impacted systems.
· Restoration activities are coordinated with internal and external parties, and public relations are managed.
· Recovery plans incorporate lessons learned.

[bookmark: _Toc149050801][bookmark: _Toc4163075]Detection of a Cyber Incident
This section covers the recognition of an incident and those areas that might first identify an issue. Then, the assessment and escalation procedures are outlined based on the validation of a cyber incident.

Many different types of events may occur that can trigger a cybersecurity incident response. A sample of the triggering events that would cause the activation of the response plan include the loss, theft, unauthorized disclosure, or alteration of:
· Information or Data –protected information by State statutes or classified as personal or confidential information.
· Computers or supporting devices – servers, data storage devices.
· Applications or externally facing websites, or the internet and its infrastructure.
The recognition of an event may initiate from the County’s Help Desk provider and the monitoring mechanisms they provide. It could also originate from one of the County employees, third parties or providers, website users, or an advisory from law enforcement officials. 
However, once a potential issue is identified, it must be brought to the attention of the County Cyber Incident Response Team for assessment and possible escalation. 

Once an issue is recognized, the following details how information should flow:
1. The potential issue is identified.
2. Known impacts are documented, and the ability to manage the incident is determined.
3. Initial assessment by Information Services Agency (ISA), level of impact determined.
4. If there is minimal impact or no legal or compliance concerns, ISA addresses the issue and provides a report to the County Cyber Incident Response Team.
5. Otherwise, as the lead coordinating agency for the County Cyber Incident Response Team, Emergency Management would be notified to review the incident and the potential severity of the event. Based on the incident severity, Emergency Management will either partially or fully activate the County Cyber Incident Response Team to address the event.







[bookmark: _Toc98508902][bookmark: _Toc149050802]Cyber Incident Response Tasks    RESPONSE – START HERE!
[bookmark: _Toc98508903][bookmark: _Toc149050803]Upon Detection and Notification to Cyber Incident Response Team
The following checklist guides the Cyber Incident Response Team’s initial leader during the activation of response operations for an event. Some steps may not be required based on the event, and others may need to be added. Once notified of an event, your ability to act quickly will reduce an incident’s potential impact and recovery time.
· Cyber Incident Response Team initial leader to obtain an initial briefing on the situation from the Information Services Agency, only look for FACTS
· Assess the situation:
· Determine if the incident creates any life safety issues, such as with 911. Ensure that all local authorities that should be notified have been notified.
· Assess the impact on county operations and determine the magnitude of the potential impact.
· Determine your team - who will be required to assess the event’s impacts further, mitigate the risks identified, or manage the response to the event. Determine the staffing required to meet initial objectives and utilize emergency notification, email, or phone calls to activate them. 
· Set a team meeting - Determine the time and location of the first meeting – the 1st meeting could be a conference call or in a command center location based on availability.
· Brief the Team – Initial Meeting should include: 
· Select a Scribe to document the meeting. Use the ‘Status Report Template’ – as it should provide ideas on what intelligence to gather.
· Review the facts about the event – assign who is responsible for obtaining additional factual information and maintaining situational awareness.
· Determine incident objectives and assign initial tasks.
· Determine if shifts will need to be delegated and the time frame for staff turnover (see Staffing Considerations below).
· Determine where you will set up the command center if it has not already been set up.
· Determine regular status meeting cadence/schedule next meeting.
· Determine what additional internal and external teams need to be notified or activated.
· Work with the assigned Public Information Officer to review the message approval process and confirm capabilities to develop messages designed for internal and external audiences. See Sections IX and X for contact lists.
· If warranted, ensure the county officials are briefed on the situation and determine a cadence of updates.
· Identify ISA internal and external resources currently active and the strategies and tactics underway to contain and mitigate the incident. Determine best-case and worst-case scenarios on impacted areas and additional required resources.
· Build a response roadmap, including the immediate Cyber Incident Response Team-specific actions at each response phase.
· Determine what external reporting will be required and when, including legal, insurance, and compliance requirements.
· Determine what public information must be developed and shared and the timeline.
· Identify potential financial costs and approval processes for funding.
· Document the incident action plan from the initial meeting and post.
[bookmark: _Toc98508904][bookmark: _Toc149050804]Mitigation and Recovery
The following provides the operational guidance during the mitigation and recovery phase of the response. These activities are broken into two categories: Threat Response and Operational Response. 

Threat Response includes attributing, pursuing, and disrupting malicious cyber actors and malicious cyber activity. It also includes conducting criminal investigations and other actions to counter malicious cyber activity. The County’s Technology Agency, cybersecurity internal and external resources, and local law enforcement conduct the threat response.

Operational Response includes protecting assets and mitigating vulnerabilities in the face of malicious cyber activity. It includes reducing the impact on systems and/or data, strengthening, recovering, and restoring County services, identifying other entities at risk, and assessing the potential risk to the broader community.
Threat Response
The County’s Technology Agency and cybersecurity internal and external resources conduct the threat response actions based on the review and approval from the County Cyber Incident Response Team. The following is a guideline of the procedures to be followed over the Mitigation and Recovery phases of the response.

Mitigation:
· Confirm containment measures are currently being undertaken. Review authority that is required to execute each as needed.
· Confirm identification of root cause and assess impacts.
· Review the type of data affected and operational impacts.
· Review investigatory and regulatory actions underway.
· Review insurance carrier support actions and claim procedures.
· Identify internal and external communication requirements.
· Confirm and authorize mitigation strategies as appropriate.
· Determine post-containment assessment activities required.
Recovery:
· Review post-containment impact assessment.
· Confirm eradication completion.
· Review data and systems impacted and approve recovery strategies.
· Prepare to brief county operations on the recovery strategies to aid in developing the reconstitution of operations.
· Review insurance carrier requirements for the financial impact.
· Identify internal and external communications requirements.
· Monitor restoration of County services for completion.
Operational Response
Review the impacted county operations and their critical functions and recovery priorities with impacted departments to formulate an operational response. This follows the flow of an abbreviated Continuity of Operations departmental assessment, which can be found in the appendix.

Mitigation:
· From the initial assessment conducted, ensure an impact timeline has been detailed that identifies:
· the applications or services that have been interrupted, 
· the departmental processes that have been impacted and their criticality level,
· any time-sensitive work in progress that needs to be accounted for.
· For the time-sensitive business functions that are at risk of not being completed as required, such as payroll, determine:
· potential solutions and resources needed for manual workarounds, 
· assign required tasks and monitor the progress of resolution.
· Determine any potentially lost information and the requirements to capture ongoing work in progress.
· Determine and document the impact of the department’s abilities to support upstream and downstream business processes and external parties.
· Determine access to any information sources that alternatively may be used to support ongoing business operations.
· Determine and document policies for manual workarounds until services are restored.
· Document the overall impact of the outage and the status of the impacted departments to support ongoing business operations. 

Restoration:
· Work with the threat response resources to identify a most likely restoration process and the recovery point in time for information. 
· Determine requirements for the department(s) to resume operations with restored services, identify and input any lost information, and address input of the backlog of information.
· Upon notification of the restoration of services, monitor the validation of systems and the point in time the data has been restored to. Update the resources and time required to bring the environment current. Monitor implementation of the restoration process.
· Establish a cadence for updates on the restoration process and its timing.
· Ensure that external parties are notified of any impacts they need to be aware of.

[bookmark: _Toc91716878][bookmark: _Toc98508905][bookmark: _Toc149050805]Continued Operational Periods Planning (IAP)
The following provides the high-level cadence for ongoing additional operational planning based on ICS Operational Planning.
[bookmark: _Toc91716879]Conduct Planning and Logistics Meetings
Utilizing the following guidance, the Cyber Incident Response Team will review the ongoing impact of the incident, the response priorities, and any additional resources or activation of additional recovery strategies required to support the event.
· Review incident objectives and status reports and verify current tactics will continue to meet objectives. Identify gaps and determine additional tactics as required. Consider:
· Current assessments of the damage or impacts.
· Availability of alternative resources, equipment, and supplies.
· Updated restoration times.
· Impact of lost information.
· Review how the selected strategy(s) are being accomplished and whether they will continue to meet the incident objectives over the next operational period.
· Identify additional resources as needed.
· Prepare an updated situation report and update the Incident Action Plan QuickStart.
[bookmark: _Toc318291176][bookmark: _Toc318274050][bookmark: _Toc91716881][bookmark: _Toc98508906][bookmark: _Toc149050806]Update Response and Recovery Recommendations
Provide recommendations on which additional strategies should be implemented, taking into account the results of the assessment process and any unique timing or business conditions that have changed (such as during month-end heavy business volume).
Review and update threat and operational strategies considering:
· The areas affected by the incident.
· Pre-planned recovery timing objectives.
· Availability of required resources.
· Special timing circumstances such as the beginning of a day, during heavy flow volumes, or during month-end activities.
· Potential penalties, fines, or other adverse effects.
· Communication requirements.
· Contractual obligations.
Update the restoration priority list as needed, considering the available resources and current business requirements.

Review staffing for the Cyber Incident Response Team and determine requirements for ongoing operational periods.

Update the Incident Action Plan Quick Start to reflect the updated strategies and tactics and have approved by the Cyber Incident Response Team leadership. This form clearly communicates the current status and the incident recovery objectives to interested parties, elected officials, and the response teams.
[bookmark: _Toc98508907][bookmark: _Toc149050807]Demobilization
As the impacted County operations return to normal operations, the Cyber Incident Response Team will need to provide oversight of the release of resources, ensure documentation is complete, and conduct an after-action review as required. 

By position, sample tasks include:

EOC Manager
· Key Activities:
· Establishing the release priorities.
· Review and approve the demobilization plan.
· Review and approve all tentative release sheets.
Administrative Support
· Key Activities:
· Assist with the deactivation of the EOC.
· Assist with communications with response team members on deactivation and status updates.
· Assist with re-purposing equipment such as office supplies.
· Assist with information management via collaboration sites, collection of situation reports, and maintaining incident documentation.
· Provide as-needed assistance to support EOC operations.
External Liaison
· Key Activities:
· Provide the point of contact for external parties for their demobilization.
Operational and Threat Response
· Key Activities:
· Document lessons learned over the course of the response.
· Ensure all documentation and financial receipts are complete.
Legal
· Key Activities:
· Document pending litigation surviving the activation.
· Provide necessary close-out documentation.
· Document lessons learned over the course of the response.
Public Information
· Key Activities:
· Provide the necessary communications around deactivation.
· Document lessons learned throughout the response.
Planning and Logistics
· Key Activities:
· Ensure all documentation is complete and recorded, including incident files, information, forms, incident action plans, information releases, and reports.
· Ensure personnel and vendor time records are up to date.
· Manage incident resources as they are redistributed.
· Document lessons learned throughout the incident.
Finance
· Key Activities:
· Finalize documentation from funding resources.
· Prepare a financial summary of event expenses.
· Document lessons learned throughout the incident.

[bookmark: _Toc98508908][bookmark: _Toc149050808]PREVENTION, PROTECTION, AND MITIGATION

As part of the Cybersecurity Plan, the County’s stakeholders recognized that identifying and implementing strategies to better prevent, protect, and mitigate a cyber event were essential in reducing the potential cost and impact of recovering from an event. Core capabilities were identified first, and then the capability targets were defined to identify possible strategies. These capability targets then define the strategies to be implemented.

The Your County’s Technology Agency and Emergency Management Agency are accountable for implementing the strategies. Together, they will identify who is responsible individually for each of the strategies, research potential funding that may be used for each, provide oversight for each of the initiatives and report on the progress of each.

The key county stakeholders met and identified the following capabilities and capability targets and identified the responsible agencies for each of the strategies.
[bookmark: _Toc149050809]Prevention
These are the activities to PREVENT a cybersecurity event.
[bookmark: _Toc98508909][bookmark: _Toc149050810]Capability: Planning
Definition: Conduct a systematic process engaging the whole community as appropriate in the development of executable strategic, operational, and/or tactical-level approaches to meet defined objectives.

Sample Capability Targets:
· Your County Emergency Management Division to maintain a county cybersecurity annex to provide county operational guidance for responding and recovering to a cybersecurity-based event.
· Your County’s Technology Agency to maintain a county cybersecurity response plan to provide tactical guidance for responding and recovering to a cybersecurity-based event.
· With support from county leadership and agencies, Your County Emergency Management Division will develop and maintain a training and exercise program based on the cybersecurity annex.
· Your County’s Technology Agency to develop cybersecurity policies for all supported and connected systems to the county infrastructure. Policies to be reviewed on an annual basis by the County Cyber Committee to meet approval guidelines.
[bookmark: _Toc98508910][bookmark: _Toc149050811]Capability: Public Info & Warning
Definition: Deliver coordinated, prompt, reliable, and actionable information to the whole community through the use of clear, consistent, accessible, and culturally and linguistically appropriate methods to effectively relay information regarding any threat or hazard, as well as the actions being taken, and the assistance being made available, as appropriate.

Sample Capability Targets:
· As part of the County’s PIO/JIS, the Your County Emergency Management Division will review and identify the PIO resources currently identified in the Comprehensive Emergency Management Plan (CEMP) that would support a cyber-related event, including developing pre-event notification messages and delivery methods.
· [bookmark: _Toc98508911]Your County Emergency Management Division will review current notification systems, identify recipients, and then build notification groups to support a county cyber-event.
[bookmark: _Toc149050812]Capability: Operational Coordination
Definition: Establish and maintain a unified and coordinated operational structure and process that appropriately integrates all critical stakeholders and supports the execution of core capabilities.



Sample Capability Targets:
· Your County’s Technology Agency, working with the Cyber Committee and the Mayor’s or Commissioner’s Office, will develop and distribute policies for cybersecurity, including support of the County’s Technology Agency cyber response plan and EMA cyber annex. Policies to include all agencies and support organizations that fall under the county’s authority or the County’s Technology Agency support or direct interaction with the county’s systems or applications.
[bookmark: _Toc149050813]Capability: Forensics and Attribution
Definition: Conduct forensic analysis and attribute terrorist acts (including the means and methods of terrorism) to their source, to include forensic analysis as well as attribution for an attack and for the preparation for an attack in an effort to prevent initial or follow-on acts and/or swiftly develop counter-options.

Sample Capability Targets:
· Your County’s Technology Agency to identify and include resources in the cyber response plan from the private sector, state, and federal resources that may assist in the forensics of a cyber-attack.
· Your County’s Technology Agency to review if there is a broader need to maintain evidence from a cyber-attack.
[bookmark: _Toc98508912][bookmark: _Toc149050814]Capability: Intel and Info Sharing
Definition: Provide timely, accurate, and actionable information resulting from the planning and collection of available information concerning physical and cyber threats to the United States, its people, property, or interests. Information sharing is the ability to exchange intelligence, information, data, or knowledge among government or private sector entities, as appropriate.

Sample Capability Targets:
· Your County’s Technology Agency to develop policies and methods for providing awareness of cybersecurity-related threats, vulnerabilities, and mitigation procedures.
[bookmark: _Toc98508913][bookmark: _Toc149050815]Capability: Interdiction & Disruption
Definition: Delay, divert, intercept, halt, apprehend, or secure threats and/or hazards.

Sample Capability Targets:
· Your County’s Technology Agency to develop and maintain application or system-level standard response policies and procedures should a suspicious event occur.




[bookmark: _Toc149050816]Protection
These are the activities in the plan to PROTECT from a cybersecurity event.
[bookmark: _Toc98508915][bookmark: _Toc149050817]Capability: Planning
Definition: Conduct a systematic process engaging the whole community as appropriate in the development of executable strategic, operational, and/or tactical-level approaches to meet defined objectives.

Sample Capability Targets:
· Your County’s Technology Agency to review outlying agencies and infrastructure (transportation, health providers, capital improvement board, city and township law enforcement) to determine jurisdictional and support responsibilities and establish and implement cybersecurity policies and practices where applicable through a MOU.
· Your County’s Technology Agency and Emergency Management Agency to work together to develop a Continuity of Operations Plan (COOP) and a Continuity of Government (COG) plan for Your County.
· Your County’s Technology Agency and Emergency Management Agency to conduct a risk assessment on the impacts of a cybersecurity event on the county's Critical Infrastructure and Key Resources (CI/KR) and how both agencies might be called upon to aid in the recovery.
· Your County’s Technology Agency to review policies and procedures where document sharing between county and non-county entities may breach the County’s cybersecurity measures.
[bookmark: _Toc98508916][bookmark: _Toc149050818]Capability: Public Info & Warning
Definition: Deliver coordinated, prompt, reliable, and actionable information to the whole community through the use of clear, consistent, accessible, and culturally and linguistically appropriate methods to effectively relay information regarding any threat or hazard, as well as the actions being taken, and the assistance being made available, as appropriate.

Sample Capability Targets:
· Your County’s Technology Agency and Emergency Management Agency to consider a community awareness program for cybersecurity.
· Your County’s Technology Agency and Emergency Management Agency to develop a notification system for identified high-risk threats to the agencies they support.
[bookmark: _Toc98508917][bookmark: _Toc149050819]Capability: Operational Coordination
Definition: Establish and maintain a unified and coordinated operational structure and process that appropriately integrates all critical stakeholders and supports the execution of core capabilities.


Sample Capability Targets:
· None Identified
[bookmark: _Toc98508918][bookmark: _Toc149050820]Capability: Access Control & Identity Verification
Definition: Apply and support necessary physical, technological, and cyber measures to control admittance to critical locations and systems.

Sample Capability Targets:
· Your County’s Technology Agency to review and update the County’s password update policy.
· Your County’s Technology Agency to continue the current initiative on a unified credentialing system, including applications, multi-factor authentication, and VPNs.
[bookmark: _Toc98508919][bookmark: _Toc149050821]Capability: Physical Protective Measures
Definition: Implement and maintain risk-informed countermeasures, and policies protecting people, borders, structures, materials, products, and systems associated with key operational activities and critical infrastructure sectors.

Sample Capability Targets:
· Your County’s Technology Agency to review physical security measures to their offices and all data center locations.
[bookmark: _Toc98508920][bookmark: _Toc149050822]Capability: Risk Management for Protection Programs and Activities
Definition: Identify, assess, and prioritize risks to inform Protection activities, countermeasures, and investments.

Sample Capability Targets:
· Your County’s Technology Agency to review remote backup policies against cybersecurity threats.


[bookmark: _Toc149050823]Mitigation
These are the activities in the plan to MITIGATE a cybersecurity event.
[bookmark: _Toc98508921][bookmark: _Toc149050824]Capability: Planning
Definition: Conduct a systematic process engaging the whole community as appropriate in the development of executable strategic, operational, and/or tactical-level approaches to meet defined objectives.

Sample Capability Targets:
· Your County’s Technology Agency and Emergency Management Agency to review with county agencies redundant and alternate capabilities to continue key citizen services, including manual work arounds.
· Your County’s Technology Agency to review recovery strategies for personal systems and key applications that a cybersecurity event may impact.
[bookmark: _Toc98508922][bookmark: _Toc149050825]Capability: Public Info & Warning
Definition: Deliver coordinated, prompt, reliable, and actionable information to the whole community through the use of clear, consistent, accessible, and culturally and linguistically appropriate methods to effectively relay information regarding any threat or hazard, as well as the actions being taken, and the assistance being made available, as appropriate.

Sample Capability Targets:
· Your County’s Technology Agency and Emergency Management Agency to develop a procedure and notification methods for providing an awareness of when an imminent threat has been identified and the mitigation procedures.
[bookmark: _Toc98508923][bookmark: _Toc149050826]Capability: Operational Coordination
Definition: Establish and maintain a unified and coordinated operational structure and process that appropriately integrates all critical stakeholders and supports the execution of core capabilities.

Sample Capability Targets:
· None Identified
[bookmark: _Toc98508924][bookmark: _Toc149050827]Capability: Risk and Disaster Resilience Assessment
Definition: Assess risk and disaster resilience so that decision makers, responders, and community members can take informed action to reduce their entity's risk and increase their resilience.

Sample Capability Targets:
· Your County County’s Technology Agency and Emergency Management Agency to work together to conduct a Business Impact Analysis (BIA) to identify critical processes, infrastructure and people dependencies, the impacts of a business interruption over time, and minimally acceptable recovery timelines and requirements for key county operations.
[bookmark: _Toc34394063][bookmark: _Toc34400042][bookmark: _Toc91716895][bookmark: _Toc98508925][bookmark: _Toc149050828]Cyber Incident Response Team Assignment Form
	CYBER INCIDENT RESPONSE TEAM ORGANIZATION ASSIGNMENT FORM

	Incident Name
	Date / Time


	

	CYBER INCIDENT RESPONSE TEAM STAFFING

	Team Role
	Name
	Location
	Primary Contact Information
	Secondary Contact Information

	Policy Group Representative
	
	
	
	

	EOC Manager
	
	
	
	

	Public Information
	
	
	
	

	External Liaison
	
	
	
	

	Administrative Support
	
	
	

	Threat Response
	
	
	
	

	Operation Response
	
	
	
	

	Planning and Logistics
	
	
	
	

	Finance
	
	
	
	

	Legal
	
	
	
	

	IT Resources
	
	
	
	

	Cyber Resources
	
	
	
	

	Law Enforcement
	
	
	
	

	County Departments
	
	
	
	

	
	
	
	
	

	
	
	
	
	



[bookmark: _Toc98508927][bookmark: _Toc149050829]Cyber Incident Reporting Guidance

The following provides guidance on reporting a cyber incident and the regulatory guidance identified and applicable at the time of this document's last update. Additional regulations or guidance are under continual development, revision, and updates; therefore, this section should not be considered all-inclusive at the time of an event and should be reviewed with the agencies as they are notified and become engaged in the response.
[bookmark: _Toc149050830]Definitions – Cyber Emergency vs. Cyber Incident
The State of Indiana defines a cyber emergency as any actual, imminent, or potential incident that will adversely affect public health, safety, or security, the environment, or economic prosperity on a level materially significant to the State of Indiana or its operations that requires a coordinated state response.

The State of Indiana defines a cyber incident as it is described in the Presidential Policy Directive 41, which is “an event occurring on or conducted through a computer network that actually or imminently jeopardizes the confidentiality, integrity, or availability of computers, information or communications systems or networks, physical, or virtual infrastructure controlled by computers or information systems, or information resident thereon.”

If you have cyber insurance, it is important to note that the following steps should be verified by the response procedures with you carrier. 
[bookmark: _Toc149050831]State level event Reporting
All local government/public-sector entities are required to report incidents such as ransomware, software vulnerability exploitations, denial-of-service attacks and more to the Indiana Office of Technology IN-ISAC within 48 hours of the incident. To learn more, visit https://www.in.gov/cybersecurity/in-isac/cyber-incident-reporting-law/

· Sign up to be a point of contact for your organization: https://public.govdelivery.com/accounts/INIOT/signup/26666

· Report a cybersecurity incident: https://soi.formstack.com/forms/incident_reporting_form
Law enforcement event reporting
Law enforcement performs an essential role in achieving the nation’s and state’s cybersecurity objectives by investigating, apprehending, and prosecuting those responsible for a wide range of cybercrimes.

If you are reporting a cybercrime, contact one of the following law enforcement agencies right away.
· FBI - Internet Crime Complaint Center (IC3)
The FBI Internet Crime Complaint Center's (IC3) mission is to receive, develop, and refer criminal complaints regarding the rapidly expanding arena of cybercrime. The IC3 gives the victims of cybercrime a convenient and easy-to-use reporting mechanism that alerts authorities of suspected criminal or civil violations.
· FBI Cyber - The FBI is the lead federal agency for investigating cyberattacks and intrusions. To learn more about what you can do to protect yourself against various forms of cybercrimes, FBI Cyber offers a great deal of information and resources including:
· Partnering with the FBI
· Benefits of Reporting a Cyber Incident to the FBI
· Indiana State Police (ISP)ISP’s Cybercrime & Investigative Technologies Section has detectives who specialize in conducting cybercrime investigations. Call (317) 232-8248.
· Immediate Threat to Public Safety
If there is an immediate threat to public health or safety, the public should always call 911.

Additional Reporting to Consider: 

· USDHS Cybersecurity & Infrastructure Security Agency 
CISA provides secure means for constituents and partners to report incidents, phishing attempts, malware, and vulnerabilities. Organizations can also report anomalous cyber activity and/or cyber incidents 24/7 to report@cisa.gov or (888) 282-0870. To learn more, visit www.cisa.gov/report.

· Indiana Attorney General
Indiana’s security breach notification statute requires organizations to provide Indiana residents with the right to know when a security breach has resulted in the exposure of their personal information. For more information and to report a security breach, click here.

· Regulators
If you are an organization that is regulated, you may be required to report cybercrimes to other state or federal agencies.

· Federal Government
This fact sheet, Cyber Incident Reporting: A Unified Message for Reporting to the Federal Government, further explains when, what, and how to report a cybercrime to a number of federal agencies.
Additional Resources during a Cyber Event
The following resources, with links, are provided for additional guidance, information, and resources during a cyber event:
· CISA Shields Up – Cyber Guidance 
· MS-ISAC Security Primer on Ransomware 
· CISA Stop Ransomware Guide
· NGA Disruption Response Planning Memo
· National Institute of Standards and Technology (NIST)
NIST’s Computer Security Incident Handling Guide assists organizations in establishing computer security incident response capabilities and handling incidents efficiently and effectively.
· Ready.gov
Ready.gov is a national public service campaign designed to educate and empower the American people to prepare for, respond to, and mitigate emergencies, including cybersecurity.
information sharing
If you are a victim of a cybercrime, it is important to share such information with other organizations in order to protect critical infrastructure, the state of Indiana, and our nation. Learn more about https://www.in.gov/cybersecurity/government/cyber-threat-sharing. 

[bookmark: _Toc149050835]Indiana Regulatory Codes and Industry Standards

[bookmark: _Toc149050836]Indiana Codes
The following is an overview and then reference to Ind. Code §§ 4-1-11 et seq., 24-4.9 et seq.
· Enacted in 2005, Indiana’s data breach notification law requires entities that own or license computerized personal information to notify Indiana residents of any unauthorized acquisition of their unencrypted or unredacted personal information if it could result in identity theft or fraud.
· Notice shall be made without unreasonable delay. Data base owners must also disclose the breach to the Attorney General. 
· If more than 1,000 individuals must be notified of a breach, breached entities must also inform all consumer reporting agencies that compile and maintain files on consumers on a nationwide basis, as defined in 15 USC Section 1681a(p).
· Substitute notice is permitted in specific circumstances and notification may be delayed for law enforcement purposes.
· Breached third parties must notify the relevant data owners or licensees.
· Entities which maintain their own notification procedures as part of an information security policy consistent with state law are deemed to comply with the notification requirements of this law if the entity makes notifications in accordance with its policies.
· Entities in compliance with HIPAA, the GLBA, the USA PATRIOT Act, and other named laws are deemed to comply with this law.
· Knowingly or intentionally failing to comply with database maintenance obligations is actionable only by the state Attorney General with penalties up to $150,000 per violation.


	IC 4-1-11
	Chapter 11. Notice of Security Breach
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	IC 4-1-11-1
	Applicability


This chapter applies after June 30, 2006.
As added by P.L.91-2005, SEC.2.
 
	IC 4-1-11-2
	"Breach of the security of the system"


(a) As used in this chapter, "breach of the security of the system" means unauthorized acquisition of computerized data that compromises the security, confidentiality, or integrity of personal information maintained by a state or local agency.
(b) The term does not include the following:
(1) Good faith acquisition of personal information by an agency or employee of the agency for purposes of the agency, if the personal information is not used or subject to further unauthorized disclosure.
(2) Unauthorized acquisition of a portable electronic device on which personal information is stored if access to the device is protected by a password that has not been disclosed.
As added by P.L.91-2005, SEC.2.
 
	IC 4-1-11-3
	"Personal information"


(a) As used in this chapter, "personal information" means:
(1) an individual's:
(A) first name and last name; or
(B) first initial and last name; and
(2) at least one (1) of the following data elements:
(A) Social Security number.
(B) Driver's license number or identification card number.
(C) Account number, credit card number, debit card number, security code, access code, or password of an individual's financial account.
(b) The term does not include the following:
(1) The last four (4) digits of an individual's Social Security number.
(2) Publicly available information that is lawfully made available to the public from records of a federal agency or local agency.
As added by P.L.91-2005, SEC.2.
 
	IC 4-1-11-4
	"State agency"


As used in this section "state agency" has the meaning set forth in IC 4-1-10-2.
As added by P.L.91-2005, SEC.2.
 
	IC 4-1-11-5
	Disclosures of security breach


  (a) Any state agency that owns or licenses computerized data that includes personal information shall disclose a breach of the security of the system following discovery or notification of the breach to any state resident whose unencrypted personal information was or is reasonably believed to have been acquired by an unauthorized person.
  (b) The disclosure of a breach of the security of the system shall be made:
(1) without unreasonable delay; and
(2) consistent with:
(A) the legitimate needs of law enforcement, as described in section 7 of this chapter; and
(B) any measures necessary to:
(i) determine the scope of the breach; and
(ii) restore the reasonable integrity of the data system.
As added by P.L.91-2005, SEC.2.
 
	IC 4-1-11-6
	Notification to third party owner of security breach


(a) This section applies to a state agency that maintains computerized data that includes personal information that the state agency does not own.

(b) If personal information was or is reasonably believed to have been acquired by an unauthorized person, the state agency shall notify the owner or licensee of the information of a breach of the security of the system immediately following discovery. The agency shall provide the notice to state residents as required under section 5 of this chapter.
As added by P.L.91-2005, SEC.2.
 
	IC 4-1-11-7
	Time requirement for notification


The notification required by this chapter:
(1) may be delayed if a law enforcement agency determines that the notification will impede a criminal investigation; and
(2) shall be made after the law enforcement agency determines that it will not compromise the investigation.
As added by P.L.91-2005, SEC.2.
 
	IC 4-1-11-8
	Form of notification


Except as provided in section 9 of this chapter, a state agency may provide the notice required under this chapter:
(1) in writing; or
(2) by electronic mail, if the individual has provided the state agency with the individual's electronic mail address.
As added by P.L.91-2005, SEC.2.
 
	IC 4-1-11-9
	Alternate form of notification


  (a) This section applies if a state agency demonstrates that:
(1) the cost of providing the notice required under this chapter is at least two hundred fifty thousand dollars ($250,000);
(2) the number of persons to be notified is at least five hundred thousand (500,000); or
(3) the agency does not have sufficient contact information;
the state agency may use an alternate form of notice set forth in subsection (b).
  (b) A state agency may provide the following alternate forms of notice if authorized by subsection (a):
(1) Conspicuous posting of the notice on the state agency's web site if the state agency maintains a web site.
(2) Notification to major statewide media.
As added by P.L.91-2005, SEC.2.
 
	IC 4-1-11-10
	Notification to consumer reporting agencies


If a state agency is required to provide notice under this chapter to more than one thousand (1,000) individuals, the state agency shall notify without unreasonable delay all consumer reporting agencies (as defined in 15 U.S.C. 1681a) of the distribution and content of the notice.
As added by P.L.91-2005, SEC.2. Amended by P.L.1-2006, SEC.7.


	Section 24-4.9-3-1
	Disclosure of breach



(a) Except as provided in section 4(c), 4(d), and 4(e) of this chapter, after discovering or being notified of a breach of the security of data, the database owner shall disclose the breach to an Indiana resident whose: 
(1) unencrypted personal information was or may have been acquired by an unauthorized person; or
(2) encrypted personal information was or may have been acquired by an unauthorized person with access to the encryption key; if the database owner knows, should know, or should have known that the unauthorized acquisition constituting the breach has resulted in or could result in identity deception (as defined in IC 35-43-5-3.5), identity theft, or fraud affecting the Indiana resident.
(b) A database owner required to make a disclosure under subsection (a) to more than one thousand (1,000) consumers shall also disclose to each consumer reporting agency (as defined in 15 U.S.C. 1681a(p)) information necessary to assist the consumer reporting agency in preventing fraud, including personal information of an Indiana resident affected by the breach of the security of a system.

(c) If a database owner makes a disclosure described in subsection (a), the database owner shall also disclose the breach to the attorney general.

As added by P.L. 125-2006, SEC.6. Amended by P.L. 137-2009, SEC.4.

	Section 24-4.9-3-2
	Notification of database owner


A person that maintains computerized data but that is not a database owner shall notify the database owner if the person discovers that personal information was or may have been acquired by an unauthorized person.
As added by P.L. 125-2006, SEC.6.

	Section 24-4.9-3-3
	Delay of disclosure or notification



(a) A person required to make a disclosure or notification under this chapter shall make the disclosure or notification without unreasonable delay, but not more than forty-five (45) days after the discovery of the breach. For purposes of this section, a delay is reasonable if the delay is: 
(1) necessary to restore the integrity of the computer system;
(2) necessary to discover the scope of the breach; or
(3) in response to a request from the attorney general or a law enforcement agency to delay disclosure because disclosure will:
(A) impede a criminal or civil investigation; or
(B) jeopardize national security.
(b) A person required to make a disclosure or notification under this chapter shall make the disclosure or notification as soon as possible after:
(1) delay is no longer necessary to restore the integrity of the computer system or to discover the scope of the breach; or
(2) the attorney general or a law enforcement agency notifies the person that delay will no longer impede a criminal or civil investigation or jeopardize national security.

Amended by P.L. 171-2022,SEC. 1, eff. 7/1/2022.As added by P.L. 125-2006, SEC.6.

	Section 24-4.9-3-3.5
	Duties of a database owner; exceptions; health records; enforcement powers



(a) Except as provided in subsection (b), this section does not apply to a database owner that maintains its own data security procedures as part of an information privacy, security policy, or compliance plan under: 
(1) the federal USA PATRIOT Act ( P.L. 107-56 );
(2) Executive Order 13224;
(3) the federal Driver's Privacy Protection Act (18 U.S.C. 2721 et seq.);
(4) the federal Fair Credit Reporting Act (15 U.S.C. 1681 et seq.);
(5) the federal Financial Modernization Act of 1999 (15 U.S.C. 6801 et seq.); or
(6) the federal Health Insurance Portability and Accountability Act (HIPAA) ( P.L. 104-191 ); if the database owner's information privacy, security policy, or compliance plan requires the database owner to maintain reasonable procedures to protect and safeguard from unlawful use or disclosure personal information of Indiana residents that is collected or maintained by the database owner and the database owner complies with the database owner's information privacy, security policy, or compliance plan.
(b) This section applies to a current or former health care provider (as defined by IC 4-6-14-2) who is a database owner or former database owner:
(1) to which an exemption under subsection (a)(6) applies or applied; and
(2) whose information privacy, security policy, or compliance plan:
(A) does not require the database owner or former database owner to maintain and implement reasonable procedures; or
(B) is not implemented by the database owner or former database owner; to ensure that the personal information described in subsection (a), including health records (as defined by IC 4-6-14-2.5) , is protected and safeguarded from unlawful use or disclosure after the database owner or former database owner ceases to be a covered entity under the federal Health Insurance Portability and Accountability Act ( P.L. 104-191 ).
(c) A database owner shall implement and maintain reasonable procedures, including taking any appropriate corrective action, to protect and safeguard from unlawful use or disclosure any personal information of Indiana residents collected or maintained by the database owner.
(d) A data base owner shall not dispose of or abandon records or documents containing unencrypted and unredacted personal information of Indiana residents without shredding, incinerating, mutilating, erasing, or otherwise rendering the personal information illegible or unusable.
(e) A person that knowingly or intentionally fails to comply with any provision of this section commits a deceptive act that is actionable only by the attorney general under this section.
(f) The attorney general may bring an action under this section to obtain any or all of the following: 
(1) An injunction to enjoin further violations of this section.
(2) A civil penalty of not more than five thousand dollars ($5,000) per deceptive act.
(3) The attorney general's reasonable costs in:
(A) the investigation of the deceptive act; and
(B) maintaining the action.
(g) A failure to comply with subsection (c) or (d) in connection with related acts or omissions constitutes one (1) deceptive act.

Amended by P.L. 76-2017,SEC. 4, eff. 7/1/2017.As added by P.L. 137-2009, SEC.5.

	Section 24-4.9-3-4
	Method of disclosure; exceptions



(a) Except as provided in subsection (b), a database owner required to make a disclosure under this chapter shall make the disclosure using one (1) of the following methods:
(1) Mail.
(2) Telephone.
(3) Facsimile (fax).
(4) Electronic mail, if the database owner has the electronic mail address of the affected Indiana resident.
(b) If a database owner required to make a disclosure under this chapter is required to make the disclosure to more than five hundred thousand (500,000) Indiana residents, or if the database owner required to make a disclosure under this chapter determines that the cost of the disclosure will be more than two hundred fifty thousand dollars ($250,000), the database owner required to make a disclosure under this chapter may elect to make the disclosure by using both of the following methods:
(1) Conspicuous posting of the notice on the website of the database owner, if the database owner maintains a website.
(2) Notice to major news reporting media in the geographic area where Indiana residents affected by the breach of the security of a system reside.
(c) A database owner that maintains its own disclosure procedures as part of an information privacy policy or a security policy is not required to make a separate disclosure under this chapter if the database owner's information privacy policy or security policy is at least as stringent as the disclosure requirements described in: 
(1) sections 1 through 4(b) of this chapter;
(2) subsection (d); or
(3) subsection (e).
(d) A database owner that maintains its own disclosure procedures as part of an information privacy, security policy, or compliance plan under:
(1) the federal USA PATRIOT Act ( P.L. 107-56 );
(2) Executive Order 13224;
(3) the federal Driver's Privacy Protection Act (18 U.S.C. 2781 et seq.);
(4) the federal Fair Credit Reporting Act (15 U.S.C. 1681 et seq.);
(5) the federal Financial Modernization Act of 1999 (15 U.S.C. 6801 et seq.); or
(6) the federal Health Insurance Portability and Accountability Act (HIPAA) ( P.L. 104-191 ); is not required to make a disclosure under this chapter if the database owner's information privacy, security policy, or compliance plan requires that Indiana residents be notified of a breach of the security of data without unreasonable delay and the database owner complies with the database owner's information privacy, security policy, or compliance plan.
(e) A financial institution that complies with the disclosure requirements prescribed by the Federal Interagency Guidance on Response Programs for Unauthorized Access to Customer Information and Customer Notice or the Guidance on Response Programs for Unauthorized Access to Member Information and Member Notice, as applicable, is not required to make a disclosure under this chapter.
(f) A person required to make a disclosure under this chapter may elect to make all or part of the disclosure in accordance with subsection (a) even if the person could make the disclosure in accordance with subsection (b).

As added by P.L. 125-2006, SEC.6. Amended by P.L. 137-2009, SEC.6.

HOUSE ENROLLED ACT No. 1169

In brief, House Bill 1169 Requires the Office of Technology to maintain a repository of cybersecurity incidents. Provides that a state agency and a political subdivision shall: (1) report any cybersecurity incident to the office without unreasonable delay and not later than two business days after discovery of the cybersecurity incident in a format prescribed by the chief information officer; and (2) provide the office with the name and contact information of any individual who will act as the primary reporter of a cybersecurity incident before September 1, 2021, and before September 1 of every year thereafter. Allows the Office of Technology to assist a state agency with certain issues concerning information technology. Provides that if requested by a political subdivision, the office may develop a list of third-party technology providers that work with the office. Requires a state educational institution to submit a quarterly analysis with certain conditions. Makes conforming changes.

The bill is available at:
https://iga.in.gov/pdf-documents/122/2021/house/bills/HB1169/HB1169.04.ENRS.pdf

[bookmark: _Toc149050837]Industry Standards
Complying with the many state data breach notification laws can be complex. However, implementing and maintaining an Information Security Management System (ISMS) as laid out in the international information security management Standard ISO 27001 will help organizations achieve compliance with a host of related legislative and regulatory requirements.
The latest version of the Standard, ISO 27001:2013, is simple to follow and has been developed with business in mind. It presents a comprehensive and logical approach to developing, implementing, and managing an ISMS, and provides associated guidance for conducting risk assessments and applying the necessary risk treatments. In addition, ISO 27001:2013 has been developed in order to harmonize with other ISO standards, so the auditing process will be integrated and smooth, and will remove the need for multiple audits.

Furthermore, the additional external validation demonstrated by accredited registration to ISO 27001 will improve an organization’s cyber security posture while providing a higher level of confidence in customers and stakeholders, which is essential for securing certain global and government contracts.

IT Governance, a specialist in the field of information security, has created ISO 27001 packaged solutions to give US organizations online access to world-class expertise.
Each fixed-priced solution is a combination of products and services that will enable you to implement ISO 27001 at a speed and budget appropriate to your individual needs.
Alan Calder, Founder and Executive Chairman of IT Governance, commented: “If understood and implemented correctly, ISO 27001 can help to rationalize security expenditure and reduce the impact of cyber crime, while giving a business a competitive edge.”

NIST Special Publication 800-184, Guide for Cybersecurity Event Recovery, provides tactical and strategic guidance regarding the planning, playbook developing, testing, and improvement of recovery planning. It also provides an example scenario that demonstrates guidance and information metrics that may be helpful improving resilience of information systems.
[bookmark: _Toc149050838]Cyber Incident Continuity of Operations Assessment
At the time of an incident, it is essential for the County to assess the impact of the incident and implement available strategies to continue departmental operations while at the same time ensuring that information is maintained for entry once systems are restored. 

The following provides an assessment guideline for the impacted County operations:

· Please provide the operational impacts of this event on your department's critical functions, considering you may be without IT resources for days or weeks:

· Please provide the consequences and potential work required of restoring computer data to a point in time 30, 60, or 90 days in the past. All work between the restoration point and today would be lost.

· Please provide a restoration priority for the applications and IT services your department utilizes, such as we need email back first, payroll second, etc.

· Please provide to what degree your department can perform critical functions under these conditions.

· What resources or capabilities, if provided, would have the most significant impact on minimizing the effects of the event?






[bookmark: _Toc149050839]Cyber Incident Response Team Members

	CYBER INCIDENT RESPONSE TEAM MEMBERS

	Team Role
	Name
	Office Phone
	Cell Phone
	email

	Policy Group Representative - Primary
	
	
	
	

	Policy Group Representative - Secondary
	
	
	
	

	Policy Group Representative - Tertiary
	
	
	
	

	EOC Manager - Primary
	
	
	
	

	EOC Manager - Secondary
	
	
	
	

	EOC Manager - Tertiary
	
	
	
	

	Public Information - Primary
	
	
	
	

	Public Information - Secondary
	
	
	
	

	Public Information - Tertiary
	
	
	
	

	External Liaison – Primary
	
	
	
	

	External Liaison – Secondary
	
	
	
	

	External Liaison - Tertiary
	
	
	
	

	Admin Support - Primary
	
	
	
	

	Admin Support – Secondary
	
	
	
	

	Admin Support - Tertiary
	
	
	
	

	Threat Response – Primary
	
	
	
	

	Threat Response – Secondary
	
	
	
	

	Threat Response - Tertiary
	
	
	
	

	Operational Response – Primary
	
	
	
	

	Operational Response – Secondary
	
	
	
	

	Operation Response - Tertiary
	
	
	
	

	Planning and Logistics – Primary
	
	
	
	

	Planning and Logistics – Secondary
	
	
	
	

	Planning and Logistics - Tertiary
	
	
	
	

	Finance – Primary
	
	
	
	

	Finance – Secondary
	
	
	
	

	Finance - Tertiary
	
	
	
	

	Legal – Primary
	
	
	
	

	Legal – Secondary
	
	
	
	

	Legal - Tertiary
	
	
	
	

	IT Resources – Primary
	
	
	
	

	IT Resources – Secondary
	
	
	
	

	IT Resources - Tertiary
	
	
	
	

	Cyber Resources – Primary
	
	
	
	

	Cyber Resources – Secondary
	
	
	
	

	Cyber Resources - Tertiary
	
	
	
	

	Law Enforcement – Primary
	
	
	
	

	Law Enforcement – Secondary
	
	
	
	

	Law Enforcement - Tertiary
	
	
	
	

	County Departments – Primary
	
	
	
	

	County Departments – Secondary
	
	
	
	

	County Departments - Tertiary
	
	
	
	




[bookmark: _Toc149050840]Internal Notification Parties
	Internal Parties

	Agency
	Contact Name
	Office Phone
	Cell Phone
	email

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	





[bookmark: _Toc149050841]External Notification Parties

	External Parties – Vendors, Consultants

	External Party
	Contact Name
	Office Phone
	Cell Phone
	email

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	






[bookmark: _Toc149050842] Operational Planning Process 
It was recognized early in the development of the ICS that the critical factor of adequate planning for incident operations was often overlooked or not given enough emphasis. This resulted in poor use of resources, inappropriate strategies and tactics, safety problems, higher incident costs, and lower effectiveness.

Those involved in the original ICS development felt that there was a need to develop a simple but thorough process for planning that could be utilized for both smaller, short-term incidents and events, and for longer, more complex incident planning. The planning process may begin with the scheduling of a planned event, the identification of a credible threat, or the initial response to an actual or impending event. The process continues with the implementation of the formalized steps and staffing required to develop a written Incident Action Plan (IAP).

The primary phases of the planning process are essentially the same for the Incident Commander who develops the initial plan, for the Incident Commander and Operations Section Chief revising the initial plan for extended operations, and for the incident management team developing a formal IAP, each following a similar process. During the initial stages of incident management, planners must develop a simple plan that can be communicated through concise verbal briefings. Frequently, this plan must be developed very quickly and with incomplete situation information. As the incident management effort evolves over time, additional lead time, staff, information systems, and technologies enable more detailed planning and cataloging of events and “lessons learned.”

Planning involves: 

· Evaluating the situation.
· Developing incident objectives.
· Selecting a strategy.
· Deciding which resources should be used to achieve the objectives in the safest, most efficient and cost-effective manner.





[image: ]

Caption: Organizational chart showing that Command develops the overall incident objectives and strategy, approves resource orders and demobilization, and approves the IAP by signature. Operations assists with developing strategy, and identifies, assigns, and supervises the resources needed to accomplish the incident objectives. Planning provides status reports, manages the planning process, and produces the IAP. Logistics orders resources and develops the Transportation, Communications, and Medical Plans. Finance/Administration develops cost analyses, ensures that the IAP is within the financial limits established by the Incident Commander, develops contracts, and pays for the resources.



The Planning “P”
[image: Diagram
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· The Planning “P” is a guide to the process and steps involved in planning for an incident. The leg of the “P” describes the initial response period: Once the incident/event begins, the steps are Notifications, Initial Response & Assessment, Incident Briefing Using ICS 201, and Initial Incident Command (IC)/Unified Command (UC) Meeting.
· At the top of the leg of the “P” is the beginning of the first operational planning period cycle. In this circular sequence, the steps are IC/UC Develop/Update Objectives Meeting, Command and General Staff Meeting, Preparing for the Tactics Meeting, Tactics Meeting, Preparing for the Planning Meeting, Planning Meeting, IAP Prep & Approval, and Operations Briefing. 
· At this point a new operational period begins. The next step is Execute Plan & Assess Progress, after which the cycle begins again.



	Initial Response

Planning begins with a thorough size-up that provides information needed to make initial management decisions. 

The ICS Form 201 provides Command Staff with information about the incident situation and the resources allocated to the incident. This form serves as a permanent record of the initial response to the incident and can be used for transfer of command.
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	The Start of Each Planning Cycle

· IC/UC Objectives Meeting: The Incident Command/Unified Command establish incident objectives that cover the entire course of the incident. For complex incidents, it may take more than one operational period to accomplish the incident objectives. 

The cyclical planning process is designed to take the overall incident objectives and break them down into tactical assignments for each operational period. It is important that this initial overall approach to establishing incident objectives establish the course of the incident, rather than having incident objectives only address a single operational period.

· Command and General Staff Meeting: The Incident Command/Unified Command may meet with the Command and General Staff to gather input or to provide immediate direction that cannot wait until the planning process is completed. This meeting occurs as needed and should be as brief as possible.
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	Preparing for and Conducting the Tactics Meeting

The purpose of the Tactics Meeting is to review the tactics developed by the Operations Section Chief. This includes the following: 
· Determine how the selected strategy will be accomplished in order to achieve the incident objectives.
· Assign resources to implement the tactics.
· Identify methods for monitoring tactics and resources to determine if adjustments are required (e.g., different tactics, different resources, or new strategy).

The Operations Section Chief, Safety Officer, Logistics Section Chief, and Resources Unit Leader attend the Tactics Meeting. The Operations Section Chief leads the Tactics Meeting.

The ICS Forms 215, Operational Planning Worksheet, and 215A, Incident Safety Analysis, are used to document the Tactics Meeting. 

Resource assignments will be made for each of the specific work tasks. Resource assignments will consist of the kind, type, and numbers of resources available and needed to achieve the tactical operations desired for the operational period. If the required tactical resources will not be available, then an adjustment should be made to the tactical assignments being planned for the Operational Period. It is very important that tactical resource availability and other needed support be determined prior to spending a great deal of time working on strategies and tactical operations that realistically cannot be achieved.
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	Preparing for the Planning Meeting

Following the Tactics Meeting, preparations are made for the Planning Meeting, to include the following actions coordinated by the Planning Section:

· Review the ICS Form 215 developed in the Tactics Meeting.
· Review the ICS Form 215A, Incident Safety Analysis (prepared by the Safety Officer), based on the information in the ICS Form 215.
· Assess current operations effectiveness and resource efficiency.
· Gather information to support incident management decisions.
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	Planning Meeting

The Planning Meeting provides the opportunity for the Command and General Staff to review and validate the operational plan as proposed by the Operations Section Chief. Attendance is required for all Command and General Staff. Additional incident personnel may attend at the request of the Planning Section Chief or the Incident Commander. The Planning Section Chief conducts the Planning Meeting following a fixed agenda. 

The Operations Section Chief delineates the amount and type of resources he or she will need to accomplish the plan. The Planning Section’s “Resources Unit” will have to work with the Logistics Section to accommodate.

At the conclusion of the meeting, the Planning Section Staff will indicate when all elements of the plan and support documents are required to be submitted so the plan can be collated, duplicated, and made ready for the Operational Period Briefing.
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	IAP Preparation and Approval

The next step in the Incident Action Planning Process is plan preparation and approval. The written plan is comprised of a series of standard forms and supporting documents that convey the Incident Commander’s intent and the Operations Section direction for the accomplishment of the plan for that Operational Period.

For simple incidents of short duration, the Incident Action Plan (IAP) will be developed by the Incident Commander and communicated to subordinates in a verbal briefing. The planning associated with this level of complexity does not demand the formal planning meeting process as highlighted above.

Certain conditions result in the need for the Incident Commander to engage a more formal process. A written IAP should be considered whenever:

· Two or more jurisdictions are involved in the response.
· The incident continues into the next Operational Period.
· A number of ICS organizational elements are activated (typically when General Staff Sections are staffed).
· It is required by agency policy.
· A Hazmat incident is involved (required).
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	Operations Period Briefing

The Operations Period Briefing may be referred to as the Operational Briefing or the Shift Briefing. This briefing is conducted at the beginning of each Operational Period and presents the Incident Action Plan to supervisors of tactical resources.

Following the Operations Period Briefing supervisors will meet with their assigned resources for a detailed briefing on their respective assignments.
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	Execute Plan and Assess Progress

The Operations Section directs the implementation of the plan. The supervisory personnel within the Operations Section are responsible for implementation of the plan for the specific Operational Period.

The plan is evaluated at various stages in its development and implementation. The Operations Section Chief may make the appropriate adjustments during the Operational Period to ensure that the objectives are met, and effectiveness is assured.
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[bookmark: _Toc318274074][bookmark: _Toc318291200][bookmark: _Ref335159580][bookmark: _Toc125005946][bookmark: _Toc149040002][bookmark: _Toc149050843]Incident Action Plan Forms
[bookmark: _IMT_Organization_Assignment][bookmark: _Incident_Objectives_and][bookmark: _Toc34400041][bookmark: _Toc125005947][bookmark: _Toc149040003][bookmark: _Toc149050844][bookmark: _Toc318274076][bookmark: _Toc318291202][bookmark: _Ref335152308][bookmark: _Ref335152362][bookmark: _Ref335159654][bookmark: _Ref335159704][bookmark: _Ref335161081][bookmark: _Ref335161141]Incident Action Plan (IAP) Quick Start 
(available electronically at:  ____________________)
	[bookmark: IAPQuickStart]1.  Incident Name
	2. Operational Period  (# 	)
Date:  From:  _______________   To:  __________________
Time:  From:  ________________   To:  ___________________

	3.  Situation Summary


	4. Current Incident Management Team (f ill in additional positions as appropriate) 













	5. Health and Safety Briefing Identify any potential incident health and safety hazards and develop necessary measures (remove hazard, provide personal protective equipment, warn people of the hazard) to protect responders from those hazards. 

	6. Incident Objectives 	

	6a.   OBJECTIVES
	6b.  STRATEGIES / TACTICS
	6c.   RESOURCES REQUIRED
	6d.   ASSIGNED TO

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	7.  Prepared by:
PRINT NAME:  	_	SIGNATURE:   	
DATE/TIME:  	_	FACILITY:   	




[bookmark: _Incident_Management_Centers][bookmark: _Toc34394068][bookmark: _Toc34400047][bookmark: _Toc125005948][bookmark: _Toc149040004][bookmark: _Toc149050845]Activity Log
	Activity LOG
	1. Incident Name
[bookmark: Text90]     
	2. Date Prepared
     
	3. Time Prepared
     

	4. Functional Group
     
	5. Group Leader (Name and Position)
     
	6. Operational Period
     

	7.	Personnel Roster Assigned

	Name
	Role
	Location/Contact Info

	[bookmark: Text7]     
	[bookmark: Text18]     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	8.	Activities

	Time
	Major Events
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	[bookmark: Text62]     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	9. Prepared by (Name and Position)
     




[bookmark: _Toc34394067][bookmark: _Toc34400046][bookmark: _Toc125005949][bookmark: _Toc149040005][bookmark: _Toc149050846]ICS 213 General Message Form

	GENERAL MESSAGE

	TO:	
	POSITION:	

	FROM: 	
	POSITION:	

	SUBJECT: 	
	DATE:	
	TIME:	

	MESSAGE:

	

	SIGNATURE:

	POSITION:


	REPLY:

	

	DATE:

	TIME:

	SIGNATURE/POSITION:






EOC Manager


Public Information


Operational Response


Policy Group


Finance


Policy Group Representative


External Liaison


Admin Support


Legal


Threat Response


Planning & Logistics


IT Resources


Cyber Resources


Law Enforcement


County Departments



EOC Manager


Public Information


Operational Response


Policy Group


Finance


Policy Group Representative


External Liaison


Admin Support


Legal


Threat Response


Planning & Logistics


IT Resources


Cyber Resources


Law Enforcement


County Departments
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